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Abstract 

Internet has become a powerful and flexible channel for delivering banking 

services. Internet banking refers to provision of banking facilities through the 

internet equipped PCs, laptops, smart phones and tablets. Internet banking has 

become a strategic necessity for commercial banks as the technological 

advancements have bought a paradigm shift in the consumer behavior who now 

value mobility, flexibility, and convenience of anytime and anywhere banking. 

Internet Banking has become a one stop solution for all banking transactions 

ranging from getting account details, funds transfer, to value added services like 

payment of bills in a secure environment. This paper attempts to study the Nature, 

challenges & opportunities and emerging trends in Internet Banking with special 

reference to India. 

Keywords: Smart Phones, Consumer Behavior, Technological Advancements, 

        Value Added Services. 

 

Introduction  

Banking, in general is a business activity of accepting and safeguarding money 

owned by other individuals and entities, and then lending out this money in order 

to earn a profit. However, with the passage of time, the activities covered by banks 

are widening and now various other services are also offered by the banks. In today 

demanding world, you need instant banking solutions for better lifestyles.
1
 To 

make services quick, easy and  

 

secure, banks have embraced internet as a channel for its services. Internet banking 

has gained incredible recognition in the global market and has proved itself as a 

prudent means for developing business. Banks operate through websites, and the 

customer regulates their transactions via these websites. Different banks provide 

different services and facilities to their customers and also these banks differ 

widely in terms of their content and sophistication.
2
 

    

RBI classifies Internet Banking services in three levels.  
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The first, the Basis Level Service, Comprises banks websites containing data 

which circulates information on products and services offered to its customers. It 

validates the customers to download application forms required by them. Internet 

Banking divides the chaos and confusion and handles customers question and 

queries through e-mails.
 3
 

 

The Second level customers are entitled to submit their instruction applications for 

different services and clear their doubts regarding their account balances.
 4

 

However, it do not allow any fund-based transactions on their accounts. 

 

The third level encompasses, Fully transactional websites where, the customers are 

authorized to operate their accounts to transfer funds, pay bills and also to 

subscribe to other services of the bank and for other sale and purchase transactions. 
5
Since, this service involves interactive bi-direction, therefore higher degree of 

security and control is required.
 6

  

 

Internet Banking in India has reached the third level with great success.  

 

Review of Literature 

Sullivan (2000) in one of his articles has laid emphasis on the role of banks, 

Played cater to the tastes of the new customer by providing quality products and 

innovate services to them. He also added that such goals are achieved with the 

accession to the internet.
7
 

According to E-Commerce and Development Report (2002) The existing 

banking infrastructure works with the help of an exquisite model of internet 

banking which is also integrated within the infrastructure. It also states that it 

becomes the duty of the Banks to make the customers assured and satisfied 

regarding the security standards on internet.
 8
 

Zheug Qin (2009) in his book discuss about the decreased operating costs and 

increased revenue sources of the internet banking and that customers are free of 

time and spore limitations during such transitions. In a way, the financial business 

can be conducted on the internet by the banks.
 9
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Apostles (2010) has defined internet banking as a provision of electronic banking 

services via internet, most commonly through PC‟s, Laptops and other devices 

with internet capabilities. Such type of banking proves extremely helpful to the 

customers by making banking services accessible to them and also by reducing 

costs in back office and front desk banking functions.
 10

 

Shaza (2014) in his articles focuses on the point that internet banking is aptly 

termed as self-service distribution channel that allows the banks customers to make 

use of web-technologies to deal in the financial services through browser, which 

makes banking an easy and relaxing task.
 11

 

 

New Trends for growth of Internet Banking 

 “Technology changed the way of life Technology changed the social life. 

Technology changed the way we do banking,” said Chanda  Kochhar, Managing 

Director and Chief Executive Officer of ICICI Bank. Banks are harnessing mobile 

and social media platforms.  To meet the demands of the contemporary times, 

banks have started using souls media platform, like Facebook, Twitter etc. to allow 

its customers. 

ICICI bank has launched a Facebook bill payment and fund-transfer service called 

„Packets‟ for the convenience of its customers. Facebook is an easy accusable 

medium so it imparts bank a powerful channel to engage in real time conversation 

with its prospective customers. 

Facebook gives an opportunity to the banks to manage its reputation by 

understanding the need of the customers, by interacting online at any time of the 

day. It gives them time to influence the customers by their marketing strategy.
 12

 

This way, the banks can construct a good rapport with the younger generation also. 

ICICI Bank, India's largest private bank, has launched its banking services on 

Twitter enabling customers to transfer money through the micro-blogging Web 

site.This facility also enables customers to view their account balance, view the 

recent transactions and recharge mobile pre-paid through Twitter.Tab Banking 

allows customers to open accounts without submitting physical documents.Savings 
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account customers can register their Twitter account with a onetime password and 

link their account number. 

Because of security concerns, banks are abandoning email and beginning to rely 

more heavily on message centers, which are special web portals created to ensure 

that communications between banks and their customers will be secure.
 13

 

Usage of smartphones has changed the ways people bank.  It has ushered in the era 

of bill payments anytime, anywhere. It offers you the ease and convenience of 

conducting transactions in an environment you feel most comfortable in. It 

employs advanced encryption technologies making mobile banking safe and secure 

with no sensitive information being stored on the mobile handset.
 14

  

eLocker constitute an  online storage facility available  on internet banking 

platform to store electronically scanned copies of important physical documents 

for future retrieval by providing almost-unlimited hardware and software resources  

over the internet, cloud computing lowers costs, enables innovation and improves 

flexibility and scalability. Cloud computing offers immense benefits to banks by 

cutting down infrastructure cost, improve scalability, increase efficiency, serve 

clients faster,enhance customer relationship. And it also adds challenges like 

ensuring security, reliability, managing cloud environment, and interoperability 

with other banks and legal rules relating to data protection.
 15

 

 

 

 

Opportunities and Challenges: 

Some of the opportunities and challenges, which internet provides for the banking 

industries, are as follows: 

Opportunities 

 Internet is an ever-widening market with an increase in number of potential 

customers and its geographical reach. The advancement in technology has 

made internet ingress cheaper and faster. People across the globe are 
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gauging net through laptops, PC‟s, Mobile phones etc. Therefore, there is 

considerable need to provide power and quality service to such consumers 

all over the world. 

 One can easily launch and expand his business via internet in the global 

market. A genuine and well-designed web site can provide and issue an 

explicit and intense picture of the product or service than any other media. 

Time sensitive information can also be updated faster than any other media 

through internet. Use of multimedia capacities including sound, picture, 

movies etc has also made internet an ideal medium of circulation and 

dispersion. 

 Internet banking venture is known for its quality of service, it provides to its 

customers across the globe. Using these techniques it can sell products 

anytime and anywhere to the customers. These transactions remain 

unhampered by time lines and geographical limitations. More and more 

customers get attracted to internet banking because of the added benefits it 

provides to the customers. It replies to the queries through e-mails and sets 

up FAQ (Frequent by asked question) pages for anticipated queries, and also 

attends to the customer‟s complaints round the clock. 

 Since Interne banking promises inexpensive transactions, therefore cost is 

placed as an important issue here. The servicing cost, distribution cost and 

cost of overhead through internet is usually less as compared to the 

traditional way of providing services products.
 16

 

.  

 

Challenges 

 Internet Banking faces a great number of hindrances, which needs to be over 

come soon. Since, it is a web-venture, therefore, customers trust becomes 

prime concerns here. A large number of customers hesitate to deal with an 

internet bank, as they believe that quality of the products and the services will 

not be of superior quality. Traditional banks in contrast to virtual banks face 

less resistance from the customers as they deal with well established brands 

and have better goodwill with a physical presence of their own. 
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 Internet banking needs to tackle few important issues regarding the privacy of 

information on the customer‟s preferences credit card and bank account details 

etc. and also the consumer‟s faith in a system where privacy needs to be 

ensured. Along with these technological issues, human factor is also of great 

importance both at the business and at the customers end and also is required to 

maintain the trust in the system. 

 After the proper authentication of the customer, many products related to 

banking such as loans, mortgages, withdraw of cash also required to get 

delivered in the physical form. All such problems can drift the customers away 

from e-commerce. 

 Internet banking usually is concerned with security of transaction, originality of 

deal, identification of customers and few other technological and system 

matters. It also encompasses questions regarding repudiation of deals, 

applicability of law and jurisdiction of tax laws. 

 The transactions done through internet involve additional telephone calls, extra 

paper work and data entries, for this reason such transactions are not completely 

automated. 

 New players can give tremendous competition to the banks by offering lower 

costs and undercutting the prices. 

  Old banks seems very slow in switching on to modem technology as compared 

to the new entrants in the business. The new entrants in the market entice higher 

ratings and can raise money economically and can question the old banks 

authenticity with acquisitions. For this reason, the stock-markets often form a 

conservative opinion about the old banks. 

 Money transfers and accounts are managed by banks using simple security 

measures using user-name and password combination for logging in. Hence, 

can easily be penetrated and hacked by hackers who use advanced methods. To 

increase the security for online bank accounts, corporate network, and other 

systems containing sensitive data, banks have to adopt more advanced security 

solutions, such as two factors Authentication (2FA) with One-time passwords 

(OTP) which will allow logging on to a network or service by using a 

distinctive password for each transaction which cannot be used again. Along 

with these methods, banks can fully avail the use of facial recognition 

technology to authorize its client‟s identity. 
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 There is an urgent need to upgrade the infrastructure of the banks to intercept 

and deter fraudulent methods. No doubt that internet banking is convenient, un-

complicated and swift method of money transactions, but sometimes it gets 

affected by bugs like phishing, pharming, key logging, man-in-the-middle and 

man-in-the-brower attacks, virus, emails etc. Malware based attacks are proved 

to be most perilous cyber threats associated to online banking services. More 

so, the number of malicious code groups designed for financial attacks are also 

increasing constantly. Hence, banks have to become more cautions. 

 An upsurge in the menace to the banking services has led to an increased 

security concern. It mostly reckons on cloud infrastructure and mobile 

platforms. Since many mobile phone apps have inadequate security features, 

certain cyber criminals are getting benefitted from it.
 17

 

 

 

Conclusion:- 

  In this ultra modern area of smart phones, I-pads and tablets, where 

every field is making a proper use of these technologies, Banking through internet 

is also bringing about a revolution in the banking industries and is leaving major 

imprints on the banking relationships. Internet Banking is swiftly growing from a 

„Nice to Have‟ to „Need to Have‟ industry. More and more banks are operating 

online. They are using the automated teller machines and are revolutionizing the 

functioning of the entire banking sector. Thus, it would not be incorrect to give full 

credit of increasing operational efficiency to the internet banking and also of 

reducing costs, besides offering a place where value added services are provided to 

the customers. Hence, fulfilling all the essential pre-requisites for a flourishing 

banking industry. 
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